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• City of London Police is the National Lead Force for 
economic crime in the United Kingdom (U.K)

• Successful model for bespoke investigation teams

• Funded by the Intellectual Property Office (IPO) -
£3.75m for 2 years

• Enforcement - Disruption – Prevention

• Mainly concentrated on digital entertainment and 
fashion industries

Background
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• New sectors of the IP industry

• Social Media

• Media campaigns

• Finances - Payment providers

• Foreign engagement

• Secondments

Current initiatives
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• Close collaboration worldwide to fight IP Crime in

Europe, Central America and the Asia Pacific

regions.

• Participation including HSI/FBI, EUROPOL and

INTERPOL, Asia to combat criminality.

• The PIPCU’s success has led to adopted models by

foreign jurisdictions including India’s TIPCU.

Working Internationally
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How we can work together

• Communicate

• Share information/Best practice

• Early intervention

• Share expertise

• Resource

PIPCU/Private Sector Partnership
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Background

• At inception - protecting UK business a priority.

• Proliferation of cyber enabled IP crime linked to
counterfeit goods.

• PIPCU created Operation Ashiko.

• Targeted the sale and distribution of counterfeit

websites with a focus on the .UK ccTLD.

• PIPCU developed partnerships with brands and UK

Registry.

Operation Ashiko
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Over 19,000 counterfeit websites suspended since PIPCU’s

inception in 2013.

5271 counterfeit websites between August 2016 to January 2017

on the .uk domain tree.

Higher than any other law enforcement agency between

November 2015 to October 2016 . (For second year running)

Achievements

Operation Ashiko
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Operation Ashiko

In Partnership With Nominet

• Nominet’s primary role is to maintain the registry for the .uk
domains, including .wales and .cymru.

• Collaboration between Nominet the City of London Police

to suspend illicit websites within the .uk.

• Suspensions without the need of a Court Order.

• Mutual understanding that the PIPCU will carry out strict

due diligence assessing counterfeit websites on linked to
fraud and intellectual property offences.
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Operation Creative

• Ground-breaking initiative designed to disrupt and

prevent websites from providing unauthorised

access to copyrighted content.

• Unique partnership between the PIPCU and the UK

advertising industry.

• Techniques include suspension of illegal sites, advert

replacement and disrupting advertising revenue.

• 8 key industry stakeholders

Background
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1. Cease and Desist.

2. Domain/ Hosting Disruption.

3. Inclusion onto the Infringing Website List (IWL).

4. Payment Provision Suspension.

5. Enforcement.

Five Phase Disruption Process

IWL
Infringing 

Website 

List

Operation Creative
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IWL Portal
New portal active since August

194 organisations/businesses

328 users currently signed up

1270 sites within IWL portal

Operation Creative



Impact on Ad Volume on IWL Websites

Operation Creative
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whiteBULLET data shows a 

64% decrease in ad volume 

on IWL websites in 12 months.

Data: 205 specific websites from the PIPCU Infringing Website List (IWL)

appeared in both Jan 2016 and Jan 2017 datasets. whiteBULLET

monitored advertising on these same websites during calendar months

of Jan 2016 and Jan 2017 and compared ad volume.

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=0ahUKEwjD77HFlp_SAhWC2BoKHdjqCrgQjRwIBw&url=https://en.wikipedia.org/wiki/Flag_of_Denmark&psig=AFQjCNGiUlmkQHJbl6TjxHoZn26Kdn5Y9w&ust=1487697323321117
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=0ahUKEwjD77HFlp_SAhWC2BoKHdjqCrgQjRwIBw&url=https://en.wikipedia.org/wiki/Flag_of_Denmark&psig=AFQjCNGiUlmkQHJbl6TjxHoZn26Kdn5Y9w&ust=1487697323321117


Ad Profile on IWL Websites

Operation Creative
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whiteBULLET data shows branded ad

campaigns still represent a significant proportion

of advertising on IWL websites in 2017.

Although a slightly higher volume of HIGH RISK

ads (malware, fraud, adult) was identified in

January 2017 (38%).
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Counterfeit Airbags

Protecting Consumers and Saving Lives

• Case referred to the PIPCU by the biggest car

manufacturers in the world reporting the sale of
counterfeit airbags.

• Sold online to consumers and businesses in the

motor trade via online auction platform EBAY.

• Over 830 counterfeit airbags were sold.

• The counterfeit airbags were reported to have the

potential to cause death and serious injury to drivers.
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Counterfeit Airbags

Officers in Action
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Organised Crime

Officers in Action
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STOP IT!!!

Alternative Methods

• No-nonsense Pro-active Police initiative targeting

criminals.

• Utilising a variety of cease and desist options with

the agreement of the original referrer.

• Offers stakeholder an alternative where a referral

has not been accepted for formal investigation.

• Provides a fast early intervention resolution to cease

criminal activities.
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• Closer collaboration between the UK and other 

countries disrupting criminal activities.

• Dismantling organised crime groups.

• Targeting the facilitation, distribution and sale of 

counterfeit goods. 

• Creating a safer environment for consumers.

• Reducing the effects IP crime in both countries..

Intelligence Led Policing and Enforcement

Global Partnerships
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Peter.Ratcliffe@cityoflondon.pnn.police.uk
www.cityoflondon.police.uk/pipcu-make-a-referral

+44 0207 601 6732
Questions?
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